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Data Safeguard for Clouds and Ends

CryptoAir®+ is an advanced encryption engine featuring 
password-less/ multi-factor authentication. The product 
covers entry-level authentication and protection of data at 
rest. It provides crypto services for enterprises to perform 
encryption, strong authentication, digital signature, etc. The 
secure element inside is CC EAL 5+ certified, resisting 
side-channel attack. The crypto platform allows for the 
customization of cryptographic algorithms. Post-quantum 
cryptography (PQC) can operate on the platform.

SNAS (Secure Network Attached Storage)

The risk of data leakage comes from internal and external 
factors. Internal factors include insider thefts. NAS (Network 
Attached Storage) commonly used in enterprises, if without 
any protection, is prone to data breaches. Since insiders can 
directly exchange disks without leaving any trace, data stored 
on the disk may be accessed through another machine. 
CryptoAir®+ enables data stored in the disk to be bullet-proof. 
It serves as an AES encryption engine making data cipher-
texts. The secret key is stored in the military-grade secure 
element in the CryptoAir®+ USB device.

A management console is designed to allow for intuitive 
management with drag-and-drop simplicity. Users can set the 
privileges of each CryptoAir®+ USB device. The mechanism 
greatly reduces the laboursome work of access control 
setting.

Features of CryptoAir®+
• Comprehensive crypto service
• Military-grade secure key storage
• Resistance to side-channel attack (SCA)
• Customizable cryptographic algorithms

SNAS (Secure Network Attached Storage) 
• Secure data storage on premises
• File-based encryption
• Key management best practices 

(NIST SP 800-57)
• Privileged Access Management

FileAegis® - Zero Trust Architecture Infra

Enterprise data sharing methods such as email or uploading 
to clouds are prone to malware, man-in-the-middle attack, 
and unauthorized access. Once a data breach occurs, data 
cannot be retrieved. FileAegis with CryptoAir®+ provides 
military-grade hardware-level data-sharing security. Before 
any file is uploaded to the cloud, CryptoAir®+ will encrypt the 
file on the client-side laptop/desktop. The user-friendly 
management console enables users to set the privileges and 
access rights of the file. Only those who possess CryptoAir®+ 
or AuthTron® can attain access rights.

FileAegis® is a total data protection solution featuring cryp-
to-based strong authentication (password-less and multifac-
tor) under FIDO (Fast Identity Online) framework. Users can 
further integrate logging audits, Al-based threat detection, 
code signing, and others to enforce rigorous policy.

FileAegis®
• Remote/branch/enterprise secure data sharing
• File-based encryption
• FIDO authentication framework
• Zero trust with FID02 strong authentication



Specification *The actual order specifications will be based on customer's requirements.
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Why should you choose WiSECURE data protection?

Comprehensive Product Portfolio
With crypto modules applied to clouds and ends, WiSECURE is also engaged in 
deployment and consulting, expecting to help customers clarify potential risks in 
specific use cases to constitute the most cost-efficient solution.

Crypto Implementation and ODM Service
From low-level crypto functions to hardware development, WiSECURE builds security 
products from the ground up and also provides ODM service for customers requesting 
branded security keys.

Cost-efficient Key Management
We provide key management best practices complying with NIST SP800-57. 
Customers can save technical effort and reduce costs.

Speedy Deployment and High Adaptability
Faced with the quantum threat brought by quantum computers, CryptoAir®+ possesses 
a quantum-safe and future-proof crypto core. It satisfies the need to customize 
algorithms, employ new standards, and to migrate to post-quantum cryptography (PQC). 
Deploying new algorithms does not require hardware replacement, which resolves the 
issue of end-of-life (EOL).


